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1 Introduction

1.1 Architecture

D365 Finance and Operations data is not available to external tools due to security and performance reasons.
Microsoft is providing the following ETL process options (extract, transform, load) to get data out of D365:

/- ™\
> W g
7 I
( csV Synapse
Selected Serverless
Tables . \_ J
Synapse Link p N/ N
k 2 —® ﬁ S—
W e |
csv Synapse Delta One Lake
Dataverse Spark Pool  / Parquet (optional)
& AN J/
( Managed by Microsoft h
All
Tables | LinktoMS | 3 . 1 0
Fabric J 4
csv Synapse Delta One Lake
Spark Pool [/ Parquet
o J
1.2 Implementation options comparison
Option Data Format | Installation & Management Cost Latency

#1: Synapse link CSV files

The customer manually

selects FO tables in Power

Apps.

#2: Synapse link Delta / Parquet
with Spark Pool

Apps.

#3: Link to MS
Fabric

Delta / Parquet
in Onelake

The customer manually
selects FO tables in Power

All Dataverse tables are
selected by Microsoft, FO

tabkes have to be selected
manually in Power Apps.

The most economical
option is priced at 55 per
TB of

data processed.
Additional cost for
Synapse Spark Pool,
which is priced per hour.

The most expensive
option: costs 40$ per
additional GB per month
for database storage in
Dataverse. Also, requires
Fabric Capacity during
the processing.

Best latency among
available options. On-
Demand, delay up to 5
minutes.

Higher latency due to Spark
conversion from CSV to
Delta/Parquet format.
Scheduled in 15 minutes.
The highest latency due to
the conversion process to
One Lake. Scheduled in 60
minutes.
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1.3 Prerequisites (6)

1. The DFO environment must be version 10.0.36 (PU 60) or higher
2. The resources in Azure must be created in the same region as your DFO environment
(not applicable for the latest versions of the DFO environment)

The version and primary region can be checked under Manage environment in LifeCycle Services under
Environment Full Details:

Lifecycle Services = > Bl4Dynamics Demo (BI4DYNAMICS d.o.0.)

demodfo
@ Delete Maintain &~ (O H story ™ % Notification list Software License Terms
/. Manage environment
ENVIRONMENT DETAILS: ENVIRONMENT VERSION INFORMATICN ENVIRONMENT FEATURES
Environment |d dd59bf20-5ef0-4b7c-90a3-5619625fb872 Application release 10.0.38
Commerce Manage
Deployed on  3/11/2024 2:48 PM Platform release PUG2 (7.0.7120.53)
Deployed by Andrii Bondarenko {ab@biddynamics.com)
Environment administrator Andrii Bondarenko (ab@biddynamics.com)
Latest activity ID 828e9cBb-4987-45¢2-8baa-65461a25360d
Environment Type Self-service

Primary region North Europe

3. SAL row version change tracking property enabled under the License configuration in DFO

Please note that it can be enabled only in the maintenance mode during non-working hours. Maintenance mode
must be enabled in LifeCycle Services under Environment Full Details. Once it is done, navigate to the Finance
and Operations license configuration and enable this property:

Save Options

Sales and marketing r A
= Setup @ | Standard view
Eomioe METERETTIT : : : %  License configuration
= License configuration _— ®
I - Configuration keys
System administration e = e —
server configuration Resources
= b
Tax Batch aroup =
catch group > d marketing series
) B _ ) . Sales for EP
Time and attendance Active periods for batch jobs il gt
: - . Sales order
Transportation Batch class configuration overrides
management - . S
Systern job parameters b Service management
Vendor collaboration Sql row version change tracking

4. Dataverse Environment with Power Platform Integration Setup

By default, the environment is created, but it does not have Dataverse capacities enabled:

i Power Platform admin center

= + Mew () Refresh g Recently deleted environments
Home L
Environments

I £ Environments )
An environment is a space to store, manage. and share your organization's business data, apps. chatbots, and flows. When an environment is managed.

A Advisor [Preview)
Environment Type State Dataverse Managed
e

Analytics 4

demodfo Sandbox Ready No No

bl

Billing N
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To enable it, navigate to Power Platform Integration in LifeCycle Services and click on Setup:

. Power Platform Integration Expand your environments capabilities through Power Platform integration. Unlock features such as Dual-write, add-ins and all the capabilities of Microsoft Dataverse,

FOWER PLATFORM ENVIRONMENT INFORMATION

nment name  demodfo
nment ld feSe5cc6-60b5-e69d-b193-07c926¢38057

Status Initial Power Platform environment created. Use the Setup button to add Dataverse capabilities.

ENVIRONMENT ADD-INS

Power platform environment must be setup to install add-ins,

Select the option Dynamics 365 standard and finish the setup:

Power Platform Integration Setup

Use a different Power Platform Environment

@) no

Template

‘ Dynamics 365 standard e

I agree by selecting the template ‘Dynamics 365 standard’ that
this Finance and Operations environment will be connected to
a Power Platform environment with Dataverse. Platform
solutions for Dual-write and Virtual Entities will also be
installed but not enabled. Data will not be written via Dual-
write to the Power Platform envirenment by default, but can be
configured to do so as part of a later step.

By selecting any template other than the one mentioned
above, data will be synchronized via Dual-write functionality by
default. The available template options vary based on the
licenses for the tenant which owns this LCS project.

Once it is done, the setup should be completed, and the Environment URL should become available:
~ Power Platform Integration Expand your environments capabilities through Power Platform integration. Unlock features such as Dual-write, add-ins and all the capabilities of Microsoft Dataverse.

POWER PLATFORM ENVIRONMENT INFORMATION

Environment name demodfo

Environment Id  fe5e5cc6-60b5-e69d-b193-07c926c38057

Environment Uri  https://operations-demodfo.crm4.dynamics.com/

Status Power Platform environment setup is complete, Features such as Dual-write, add-ins could be installed now.

Setup Dual-write applicati

Dual-write application will finish installing data entity mappings and cenfigure data for sync across to Microsoft Dataverse.  Learn more

ENVIRONMENT ADD-INS

Also, the Dataverse property in the Power Platform admin center should change to Yes:

Power Platform admin center

= + New () Refresh & Recently deleted environments

it Home .
Environments

I B Environments ‘
d

An environment is a space to store, manage, and share your organization's business data, apps, chatbots, and flows. When an environment is manag:

A Advisor (Preview)

Environment Type State Dataverse Managed
|- Analytics ~

demodfo Sandbox Ready Yes No
&2 Billing v
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5. Account with Dataverse system administrator security role in Dataverse

The System Administrator role is required to create Azure Synapse Link in Power Apps.
Account role can be checked under Settings > User in the Environment:

i Power Platform admin center

+ Adduser () Refresh 7 Manage users in Dynamics 365

{r Home . .
Environments > demodfo > Settings > Users
I £ Environments . . . . L
Manage users so they can access data within their environment. This list includes users with disabled and enabled statuses. Learn more
A Advisor (Preview) Looking for application users? Click here to go to the app users list
To validate user permissions for specific app(s). go to app access checker.
2 Analytics v
B2 Billing v
MName T Username Main phone
B Resources s
Andrii Bondarenko ab@biddynamics.com

i3 Help + support

Andrii Bondarenko

User status: Enabled

&2 Run diagnostics () Refresh user

Summary

User Name
ab@biddynamics.com
Roles Teams
System Administrater operations-demodfo
Basic User

Manage teams
Manage roles

6. The account must be also:

- Storage Blob Data Contributor and Owner of the Azure Storage Account
- Owner and Synapse Administrator of the Synapse Workspace
- Reader on the Resource Group

1.4 Microsoft Sources

https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-synapse
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-select-fno-data
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2 Setting up Azure Resources

2.1 Create a Data Lake Storage (Gen2) Account

Create a new Storage Account in the Bl4Dynamics resource group. Make sure that the Storage Account is in the
same region as your DFO Environment:

Basics  Advanced  Networking  Dataprotection  Encryption  Tags  Review

Azure St

oft-managed senvice providin
ect
s o 1

ud storage that is highl

ure Data Lake Storage
ge and the options you chooss below.

Project details

Select the subscriptian in which to create the new storage account, Chaose  new or existing resource group to organize and

ge your storage

Subscription [ Customers POC |

Resource group [Gamene ]

Instance details

Sovage @ I |
Region [ (Burope) North Europe ]

Performance ( [@ESRRERRE rcormended for mst scanario (genershpurpose v2 sccount)

O Premium; Recommended for scenarios that recuire low latency

Redundancy [ Lecally-redundant storage (LRS)

[~ Feview | N Advanced -

Enable Hierarchical Namespace and select Hot Access Tier in the tab Advanced:

Home > Storage accounts >

Create a storage account
Create a storage account

Basics  Advanced  Metworking Data protection Encryption Tags Review
Basics  Advanced  Networking  Data protection  Encryption  Tags  Review _—

(D Certain options have been disabled by default due to the combination of storage account performance, redundancy, and Hierarchical Namespace
region.

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates

big data analytics workloads, and enables access control lists (ACLs) Learn more
Security
Enable hierarchical namespace
Configure security settings that impact your storage account.
Require SE(ﬂe transfer for REST API Aceess protacols
operations @
Allow enabling anonymous 8lob and Data Lake Gen2 endpoints are provisioned by default Leam mare
individual containers () 0
Enable SFTP (& O
Enable storage account key access ()
Default to Microsoft Entrz authorization in
the Azure portal @ ]
Minimum TLS version (D ‘ Version 12 v ‘
Blob storage
Per C y
rmmeyd,s‘ ope for copy operations ‘ From any storage account - ‘
(praview) @)
Cross-tenant replication and hierarchical namespace cannot be enabled
simultaneously.
Hierarchical Namespace

Access tier ()

@ Hot: Optimized for frequently accessed data and everyday uszge scenarios
Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint,

enables file and directory semantics, accelerates
big data analytics workloads, and enables access control lists (ACLS) Learn m:

O Cool: Optimized for infrequently accessed data and backup scenarios
Enable hierarchical namespace

Azure Files
Access protocols

Blob and Data Lake Gen2 endpaints are provisioned by default Leam more

m < Previous ‘ ‘ Next : Networking >

m < Previous | | Next:Networking =
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Under Networking keep the following selection, while Recovery settings can be unchecked:

Home > Storage accounts >

Create a storage account

Basics  Advanced  Networking  Dataprotection  Encryption  Tags  Review

Network connectivity

You can connect to your storage account either publict
private endpoint,

via public IP addresses or service endpaints, or privately, using a

Network N
etwork access @ Enable public access from all networks.

O Enable public access from selected virtual networks and IP addresses

O Disable public access and use private access

@ Enabling public access from all networks might make this resource available publicly.

Unless public access is required, we recommend using a more restricted access
type. Leamn mare

Network routing

Determine how to route your traffic as it travels from the source to its Azure endpoint. Microseft network routing is
recommended for most customers.

Routing preference (& * .
o = (® wicrosoft network routing

O intemet routing

< Previous | | Next: Data protection >

Under Encryption select Microsoft-managed keys and Blobs and files only. Under Review revise the properties

and create a storage account:

Home » Storage accounts »

Create a storage account

Basics  Advanced  Networking  Dataprotection  Enmcryption  Tags  Review

Enaryption type * @) ® Microsoft-managed keys (MMK)

O customer-managed keys (CMK)

Enable support for customer-managed @y gop

keys @

(O 4l service types (blobs, files, tables, and queues)

£\ This option cannot be changed after this storage account is created.
Enable infrastructure encryption (O \:|

< Previous | [ Next:Tags »

Home > Storage accounts >

Create a storage account

Basics  Advanced Networking

Recovery

Data protection

Encryption  Tags

Protect your data from accidental or erroneous deletion or modification.

Gelete enables you to re
mare

[[] Enable soft delete for containers

[J Enable soft delete for file shares
B

delete enables you to res

Tracking

ver blobs that were previously marked for Geletion, includi

elete enables you to recover containers that were previously marked for del

ver file shares that were previously marked for delet

tai n earlier state. If po
led. Leam more

Manage versions and keep track of changes made to your blob data.

[ Enable versioning for blobs

[ Enable blob change feed
Keep trax

reste, modif

Access control

omatically maintain previous versions

ation, and dele

<. Leam more

your account. Learn more

[ Enable version-level immutability support

t will 3ppiy to all blob ver

Learn mare

< Previous | |

Mext : Encryption >

Home > Storage accounts >

Create a storage account

Basics  Advanced  Networking
Basics
Subscription

Resource Group
Location

Storage account name
Deployment model
Performance

Replication
Advanced

Enable hierarchical namespace
Enable network file system v

Allow eross-tenant replication

Agccess tier

Enable SFTP

Large file shares
Networking

Network connectivity
Default routing tier

Endpaint type
Security

Secure transfer
Allow storage account key access

Default to Microsoft Entra authorization in
the Azure portal

Blob anonymous access
Minimum TLS version

Permitted scope for copy operations.
(praview)

< Previous Next

Datz protection  Encryption  Tags

Customers POC
dataverse
northeurope
biddynstorage
Resource manager
Standard

Locally-redundant storage (LRS)

Enabled
Disabled
Disabled
Hot
Disabled
Disabled

Public endpoint (all netwarks)
Microsoft network routing

Standard

Enabled
Enabled
Disabled

Disabled
Version 1.2

From any storage account

Review

ion. Learn more.

. Learn more

s enabled, then versioning,

ing biobs that were overwritten. Leam

y e able this feature
set a default policy at the container level or set p

Review

Download a template for automation

Azure Synapse Link Setup, (c) Bl4Dynamics UK 2024
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2.2 Add Role Assignments to Data Lake Storage (Gen2) Account

Once the resource is deployed, go to Storage Account:

Home >
s biddynstorage 1710232318142 | Overview =
#¥ Deoioyment
£ Search « [l Delete Cancel (7] Redeploy L Download () Refresh
% Overview .
@ Your deployment is complete

E Inputs

. PP Decloyment name: biddynstorage 1710232318142 Start time: 3/12/2024, 9:3200 AM

utputs Subscription: Customers POC Correlation ID: DdeScleb-3c04-43a4-24f6-4d1 84032616 [IH]
B Tempiote Resource group: dataverse

v Deployment details

A Next steps

Go to resource

Under Access Control (IAM), select Add role assignment:
Home > biddynstorage 1710232318142 | Overview > biddynstorage

) biddynstorage | Access Control (IAM) %

Storage account

|)’- Search | & + Add L Download role assignments Edit columns () Refres X Remove
= Overview Add role assignment

assignments  Roles  Deny assignments  Classic administrators
B Activity log Add co-administrator
& Tags My access

View my level of access to this resource.

R_" Feedback

A Diagnose and solve problems
A Access Control (IAM) 4
W Data migration Check access
Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more o7
Events

B8 Storage browser

Assign Bl4Dynamics account with the role of Storage Blob Data Contributor:

Home > biddynstorage_1710232318142 | Overview > biddynstorage | Access Control (1AM) >

Add role assignment

Role * Members * Cor

Review + assign

4 role definition is a collection of permissions. You can use the built-in roles or you can create your own custom reles, Learn more o7
Job function reles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

# Storage Blob Data Contributor < Type:All Category : All
Name * Description Ty
Storage Blob Data Contributer Allows for read, write and delete access to Azure Storage blob containers and data

Showing 1 -1 of 1 results,

Specify the user with the option Select members and assign the role:

Home > biddynstorage_1710232318142 | Overview > biddynstorage | Access Control (JAM) >

Add role assignment

Role  Members  Conditions  Review + assign

Selected role Storage Blob Data Contributor

Assign access to @ User, group, or service principal
O Managed identity

Members + Select members

Name Object ID Type

Andrii Bondarenko 4f9c241b-2c27-411b-a861-54052d0fdcd1  User m—
Description Optional

Azure Synapse Link Setup, (c) Bl4Dynamics UK 2024
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Two roles cannot be assigned at the same time in Azure Portal. That is why similar actions should be performed
for the role of Owner:

Home > biddynstorage_1710232318142 | Overview > biddynstorage | Access Control (IAM) >

Add role assignment

. .

Role  Members  Conditions Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles, Learn more of
Job function roles Privileged administrator roles

Grant privileged administrator access, such as the ability to assign roles to other users.

A can a job function role with less access be used instead?

| £ Owner - Type : All Catz=gory : All
Name Deseription Ty
Cwiner Grants full access to manage all resources, including the ability to assign roles in Azure RBAC.

Showing 1- 1 of 1 results.

Once the role is selected, add the user:

Home > biddynstorage_1710232318142 | Overview > biddynstorage | Access Control (1AM) >

Add role assighment

Role  Members  Conditions " Review + assign
Selected role Cwner
Assign access to @ User, group, or service principal

O Managed identity

Members + Select members

Name Object ID Type

Andrii Bendarenko A9 241 b-2c27-411b-2861-54052d0f4cd1  User [ii]
Description Optional

To assign the role of Owner conditions should be specified. As the user will not be assigning any additional roles
for the resource, the second or third option can be used to avoid creating specific conditions for the role:

Home > biddynstorage_ 1710232318142 | Overview > biddynstorage | Access Control (IAM) >

Add role assignment

Role  Members  Conditions  Review + assign

Selected role Chwner

What user can do O Allow user to only assign selected roles to selected principals (fewer privileges) (O
@ Allow user to assign all roles except privileged administrator roles Cwner, UAA, RBAC (Recommended) @
O Allow user to assign all roles (highly privileged) ©

Condition O
Preconfigured (All roles except privilege built-in roles)

Exclude roles:
Cwner, User Access Administrator, Role Based Access Control Administrator

Azure Synapse Link Setup, (c) Bl4Dynamics UK 2024
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2.3 Create Synapse Workspace

Create a new Synapse Workspace in the same resource group and region as your Dataverse Environment.
Under Select Data Lake Storage (Gen2) Account, select the account created in a previous step and specify a new
file system name as biddcontainer. In the tab Security, create a password for the SQL Server admin login and

save it.

Home > Azure Synapse Analytics >

Create Synapse workspace

Networking  Tags

“Basics *Security Review + create

Create a Synapse workspace to develop an enterprise analytics solution in just  few clicks.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
of your resources.

Subscription * @ [ customers POC ~
Resourea group * O [(astaverse ~
Create ne

Managed resource group

[ Enter managed resource group name |

Workspace details

Name your workspace, select 2 location, and chacse a primary Data Lake Storage Gen? file system to serve s the default
location for logs and job output

Workspace name * | bddynsynapse -]

Region * [ North Eurape

Select Data Lake Storage Gen2 * @ (® From subscription (O Manually via URL

Account name * © [bHdymstorage ~]
Create ney
File system name * [ {vew) biddcontainer ~]

Create new

@ e will automatically grant the workspace identity data access to the
specified Data Lake Storage Gen2 account, using the Storsge Blob Data
Contributor role. To enable other users to Use this storage account after you
create your workspace, perfom these tasks:

Assign other users to the Contributor roie on viorkspace

Assign other users the appropriate Synapse RBAC roles using Synapse
Studio

Assign yourself and other users ta the Storage Blob Data
Contributor role on the storage account

Learn more

e (e |

Home >

Create Synapse workspace

Networking ~ Tags

“Basics " Security Review + create

Configure security options for your workspace.

Authentication
Cheose the authentication methed for access to workspace resources such as SQL pools. The authentication method can be

changed later en. Learn more o

Authentication method (@ (®) Use both local and Microsoft Entra ID authentication

(O Use only Microsoft Entra ID authentication

SQL Server admin login * (@ [ saladminuser ]
QL Passward © [ 7]
Confirm password [ v

System assigned managed identity permission

Select to grant the workspace network access to the Data Lake Storage Gen2 account using the workspace system identity.
Learn 7

Allow network access to Data Lake Storage Gen2 account. &

@ Tre selected Data Lake Storage Gen2 account does not restrict network access LSIng any NEtwork actess rules, of you siected 3
storage account manually via URL under Basics tab. Learn more o

Workspace encryption

A\ Double encryption configuration cannot be changed after epting into using a customer-managed key at the time of
workspace creztion.

Choose to encrypt all data at rest in the workspace with a key managed by you (customer-managed key). This will provide
double encryption with encryption at the infrastructure layer that uses platform-managed keys. Learn more

Double encryption using a customer- () Enable (®) Disable
managed key

+ create

[ <Previous | [ Next Networking >

Under the properties on the Networking tab, select the option Allow connections from all IP addresses.

Home >

Create Synapse workspace

“Basics *Security Networking Tags  Review + create

Configure networking options for your workspace.
Managed virtual network
Choose whether to set up a dedicated Azure Synapse-managed virtual network for your workspace, Learn more o

(O Enable (@) Disable

@ To control public network access to your Synapse workspace, you must enable
managed virtusl netuork.

Managed virtual network ©

Firewall rules

A\ pzure Synapse Studio and other client tools will only connect to the workspace endpoints if this setting is selected.
Connections from specific |P addresses or all Azure services can be allowed or disallowed after the workspace Is provisicned.

Allow cennections from all P addresses to your workspace's endpaints. You can restrict these parmissions to just Azure
datacenter IP addresses and/or specific IP address ranges after creating the workspace.

B Allow connections from all 1P addresses

Encrypted connections

Azure Synapse Analytics applies TLS1.2 encryption protocal for all network connections. Leam more

Minimum TLS version s

Home > A&

apse Analytics >

Create Synapse workspace
@ Vslidation succeeded

*Basics “Security  Networking  Tegs  Review + create

Product Details

synapse Al

< workspace  Serverless SQL est cosuTB (D

oft 4.68 EUR
s | Privacy policy

Terms

ing Creats
b} suthor
Billing fraquen

< Microsoft to bill my currant payr ingls). with the same
35 my Azure subscription; and () agree that Microsoft may share my CONtact, usage and transactional
informstion with the provider(s) of the offering(s) for support. billing and other transactional ac:

provids rights for third-party offerings.

5. Microsoft o

Basics

Subseription

Customers 20T

Resource group

dataverse

) bilgynsynapse

nttpsi/bisdynstorags.dfs.core.

) bidgcontainar

Nene

The Storage Sleb Data Contributer rol
Storage Gen2 accountt

will b2 assigned on the specified Data Lake
orkspace managed identity.

Use both local and Micross

sqladminuser

No
Netwerking

Managed virtual network e
Allow connsctions from all 12 addressss  Yes

Azure Synapse Link Setup, (c) Bl4Dynamics UK 2024
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2.4 Assign the role of Synapse Administrator in Synapse Studio

Navigate to Overview of Synapse Workspace and open Synapse Studio:

Home » Microsoft.Azure.SynapseAnalytics-20240312095713 | Overview > dataverse >

&) biddynsynapse =

Synapse work:

« ~+ New dedicated 5QL pool -~ MNew Apache Spark pasl

@

Overview

1]

Activity log

Access control [|AM)

&

Tags
X Disgnose and solve problems
Settings

b Microsoft Entra ID
1 Propertiss

8 Locks
Analytics pools

% SCL poois

@ Apache Soark pools

B Dats Explorer pools (preview)

Security

~+ Mew Data Explorer poo! (preview) () Refresh 7 Reset SQL admin password il Delete
. Essentials
Resource group {movs)
Status : Succeeded
Location - Morth Europe
Subscription (move) : Customers POC
Subscription 1D : OBec3Bee-cia3-deTe-Bbal-bcs002704896

Managed virwal newwor  : No

Managed Ide

Workspace web URL - https/fweb azuresynapse

- 602ec7f2-06ed-4752-b73b-852bfiSde1bb

wrkspace=%fsubscriptions%2f36ec58ce-c1a3-deTe-8bal-bc50bZ? 704806%2 fresourceGroups ¥ fdataverse% 2|,

Tags (edit) - Add tags

Getting started

{‘ Open Synapse Studio

(4

J Start building your fully-integrated
analytics solution and unlock new

insights.

Openrf

Read documentation

Learn how to be productive quickly.
Explore concepts, tutorials, and
samples

Learn more of

Synapse Studio will open in a separate window. Navigate to the tab Manage on the left side of the screen:

Microsoft Azure | Synapse Analytics ) biddynsynapse

»

»

Select Access Control and click on Add:

Microsoft Azure | Synapse Analytics b biddynsynapse

»
Y «
_ Analytics pools
u B saL pools
By & apachesparkpools
&} Data Explorer pools (preview}
External connections
@ & uinkedsenices
= © Microsoft Purview
Integration
& Triggers
W Integration runtimes
Security
B Access control

5 credentials

© Synapselive v Validateall (T Publish al

= =B
Synapse Analytics workspace
o /X
"
Ingest Explore and analyze 3 Visualize
Perform 2 one-time or Leam how to get insights Build interactive reports
scheduled data load. 5 from your data. with Power Bl capabilities.
< & 0@
Access control
Grant others access to this warkspace by assigning roles to users, groups, and/or service principals, Lear more (7]
+ Add () Refresh [ii] Remove access
[ Fiter by name (1ype : Service Principal ) ( Role:All ) ( scope: Al
Showing 1 - 1 of 2 role assignments at all scopes in the workspace (0 user(s), 0 group(s), 1 service principal(s))
[ Name ™ Type Role Scope
Synapse Administrator ©
O @ bi4dynsynapse Service Principal Synapse Administrator Workspace

Select the roles of Synapse Administrator and specify the user:

Add role assignment

Grant others access to this workspace by assigning roles to users, groups, and/or service principals.

Learn mare [

Scope

@ Workspace O Workspace item

Role * ©

| Synapse Administrator

Select user * (&

| 4 Search by name or email address

Selected user(s). group(s), or service principal(s)

Andrii Bondzarenka
ab@biddynamics.com

Remove
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3 Setting up Azure Synapse Link

Navigate to Power Apps and select Azure Synapse Link.

e sl —

} Mewlink <! Import from solution () Refresh

@ Home Azure Synapse Link for Dataverse
+  Create
(I Leam
B Apps ®
L)
B Tables
o®  Flows

You have not linked the Dataverse environment to Azure Synapse Analytics.
P Azures Link
| L ure synapse Lt Before you can export, link the Dataverse environment to an Azure Synapse Analytics workspace.

s =1

Maore

& Power Platform

Set up a new link with the resources created in the previous chapter and click on Next:

New link *

© Select Azure resource Select Azure resource
biddynstorage
Select the storage account and Azure Synapse warkspace that you want link to the Dataverse environment. The storage account and Azure Synapse workspace
) Add Tables must be in the same geography as your environment.
Your environment is located in: North Europe within the Azure geography: Europe

For optimal performance, we recommend attaching your Azure resource within the same region, preferably in one of the following location(s) © : North Europe

You may choose to attach your Azure resource within the same geography as your Dataverse environment: Europe. For more details on Azure geographies, click
hera.

[ Connect ta your Azure Synapse Analytics workspace (3

| Microsaft Azure Sponsorship 1 ~ ‘

R

= group ™

| DataverseSynapseLink ~ ‘

Storage account ”

| biddynstorage Al ‘

[0 select Enterprise Policy with Managed Service Identity

As part of linking the Dataverse environment to a data lake, you are granting the Azure Synapse Link service additional roles to your storage account. By using the
Azure Synapse Link service, you agree that data may go outside of Power Apps’ compliance boundary.

For more information, see the Privacy Motice in the technical documentation for the service.
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By default, only tables from Dataverse are available. Extend the option Advanced under the Dataverse and check
the boxes on Show advanced configuration settings and Enable Incremental Update Folder Structure:
New link X

Dataverse
0 of 446 selected © Add Taoles

Select the tables that you want to export. Only tables enabled for change tracking will be visible in the list below.

£~ Advanced

Filter by keyword pe

- .
() Table Name
) Account -
) Account account
(:: Account KPI Item msdyn_accountikpiitemn
e

L) accountleads

oy
J Action Card actioncard
-
(J: Action Card Usage msdyn_actioncardactionstat
O Activity activitypointer
) Activity activitypointer
e
()
e
U
e
()
e
()

@) werpagecomponent
)

) itation_redeemedcontacts

)
p—

article_kbarticle

')

) ntstatushistory

)

L) Al Plugin Conwersation Starter aipluginconversationstarter

— 41 Plunin Camsersatinn Startar

Once boxes are checked, the tab on the D365 Finance & Operations tables will be visible:

New link

Dataverse
0 of 446 selected © Add &

Select the tables that you want to export. Only tables enabled for change tracking will be visible in the list below.
D365 Finance & Operatians

0 of 2951 selected @
-~ Advanced

c Show advanced configuration settings
o Enable Incramental Update Folder Structure @

Time interval (in minutes;

Click on this option to select the tables from D365 Finance & Operations:

New link X

Dataverse
0 of 446 selected (@ Add Tables

Select the tables that you want to export. Only tables enabled for change tracking will be visible in the list below.
D365 Finance & Operations

0 of 2951 selected @
~ Advanced

| Filter by keywor

O Table 1 Name Append only Partition

O
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Copy the tables for export under D365 Finance & Operations from the attached list: List of Tables

These tables are used by Bl4Dynamics solution to recreate the standard model in our Data Warehouse. In total,
up to 220 tables should be selected from the solution (some tables might not be available in newer versions of
FO).

Leave the columns Append Only and Partition under the default setup as they will be automatically updated.
Append only will be checked and Partition will be changed to Year for the FO tables right after creating the link.
New link X

Dataverse
0 of 446 selected © Add Tables

Select the tables that you want to export. Only tables enabled for change tracking will be visible in the list below.
D365 Finance & Operations

215 of 2951 selected ©
~ Advanced

ASSETBOOK, ASSETBOOKTABLE, ASSETCONDITION, ASSETDEPBOOK, ASSETDEPBOOKTRANS, ASSETGROUP, ASSETLEDGER, ASSETLENDING, ASSETLOCATIO... 2

@ TEhle Name Append only Partition
@  Adoresses LogisticsPostalAddress O

O Assortment RetailAssortmentTable O

Once the selection is saved, the Initial synchronization will start:
Azure Synapse Link for Dataverse

Tables  Details  Discover hub

Table T Name Sync status Last synchronized on Count Partition Entity source Fabric status

Addresses logisticspostaladdress | (O Initial sync in progress Year FnOTzbles Not created

When the synchronization is completed, the status should change to Active:
Azure Synapse Link for Dataverse

Tables  Details  Discover hub

Table T Name Sync status Last synchronized on Count Append only Partition Entity source

Addresses logisticspostaladdress © Active 2/27/2024, 10:28:52 AM 1503 Yes Year FnQTables

If the synchronization fails, you will see the following icon on Sync status:

Azure Synapse Link for Dataverse > biddynamicsstorageacc

Tables  Details  Discover hub

Table T Name Sync status Last synchronized on Count Append only Partition Entity source

Addresses logisticspostaladdress @ Error 2/27/2024, 10:28:52 AM 1503 Yes Year FnOTables

For the error details click on the icon. The detailed Error message will be shown:

Errors in table 'Customer invoice lines’

CT-803: Row version change tracking configuration key disabled in linked environment. Some tables are paused. Visit aka.ms/SynapselinkErrors to fix

For more details on the error message and its resolution, the following link can be used:
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-troubleshooting-guide
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4 Adding Custom Tables to the Azure Synapse Link

Custom FO tables are not visible by default in Azure Synapse Link. Based on the official Microsoft documentation,
custom tables require row version change tracking enabled manually:

Known limitations with finance and operations tables

Currently, there are limitations with finance and operations tables and Azure Synapse Link. We're working to address
these limitations. To learn more about the upcoming roadmap and stay in touch with the product team, join the preview

Viva Engage group®.

* You must create a new Azure Synapse Link profile. You can't add finance and operations apps tables to existing

Azure Synapse Link profiles.

+ Don't see all tables? Up to 2,750 Microsoft provided finance and operations apps tables are already enabled in
Azure Synapse Link with application version 10.0.38. If you have a previous version of finance and operations apps,
not all required tables can be enabled by default. You can enable more tables yourself by extending table
properties and enabling the change tracking feature. For more information about how to enable change tracking,
see Enable row version change tracking for tables.

Don't see your custom tables? You must enable change tracking for them. More information: Enable row version
hange tracking for tables. If you're using a cloud hosted environment (CHE), you must perform a database sync
operation to reflect the changes

* You can select a maximum of 1,000 tables in an Azure Synapse Link profile. To enable more tables, create another
Azure Synapse Link profile.

¢ [f the table selected contains data columns that are secured via AOS Authorization, those columns are ignored and
the exported data doesn't contain the column. For example in a custom table named CustTable, the column
TaxLicenseNum has the metadata property AOS Authorization set to Yes. This column is ignored when CustTable

data is exported with Azure Synapse Link.

In particular, the property Allow Row Version Change Tracking of the table has to be changed to Yes:

Enable row version change tracking for tables

To enable row version change tracking for a table, set the Allow Row Version Change Tracking property of the table to
Yes. The table then gets a new system field of the rowversion type that's named SysRowVersion.

(0 Note

Before version 10.0.34, while row version change tracking functionality was in preview, the row version column was
named SysRowVersionNumber. In version 10.0.34, the SysRowVersionNumber column was replaced with a new
SysRowVersion column. The SysRowVersionNumber column is now obsolete. In version 10.0.39, it's removed from
the metadata of out-of-box tables. Don't make any dependencies for the SysRowVersionNumber column. If your
code has a dependency on the older SysRowVersionNumber column, you are required to remove the dependency
and test 10.0.39 in your sandbox environment before upgrading your production instance to 10.0.39.
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The change is made in the table metadata accessed through Visual Studio.
The developer team or Microsoft partner should be engaged.

Properties > B X
Table CustTable v
o] 2

AllowRowVersionChange Trackin s
ROSAUTRONIAON None

eL KUg round

Declaratior public class CustTable extends con
DeveloperDocumentation @SYS125115
DisableDatabaselogging Nc

DisablelLockEscalation No

Durability SchemaAndData

EntityRelstionship Type Entity

Extends

FormRef -

AllowRowVersionChangeTracking
AllowRowVersionChangeTracking

Please note that Synapse Link does not currently support derived columns in the FO tables.To get the data from a
derived column, the base table for this column needs to be additionally selected in Azure Synapse Link:

* Table inheritance and derived tables are concepts in finance and operations apps. When choosing a derived table
from finance and operations apps, fields from the corresponding base table currently aren't included. For example,
if you choose DirPerson table, a table derived from DirPartyTable also known as the base table, exportad data
contains fizlds from the base table DirPartyTable You need to select the base table in addition to the derived table
If you need access o these fields. You can use this FastTrack solution© provided on GitHub. This solution creates

views, which include columns from base tables.
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5 Setting up Application for Metadata Connector

Metadata connector is used to get database metadata (AOT) directly from D365 Finance and Operations. With
the connector, the Bl4Dynamics application will be able to know the structure and properties of the database

such as:

e list of tables and enums available in FO
e relationship between the tables
e profile, length, and type of each field in the tables

Profile  Table TableMame Field FieldName FieldType Fieldlen DataTypeMame  FieldisDescription EnumlD  RelationTable
1 1 1445  VENDINVOICEJOUR 61455  SYSSHARINGDATAAREAID UserType 100 String 1 -1 ]
2 EIgsIT 1 1445 VENDINVOICEJOUR 61458  SYSTARGETSCALEUNITID UserType 100 String 1 -1 ]
3 516515 1 1445  VENDINVOICEJOUR 61442  MODIFIEDBY UserType 100 String 1 -1 ]
4 516530 1 1445 VENDINVOICEJOUR 61457  SYSSCALEUNITID UserType 100 String 1 -1 ]
5 516521 1 1445  VENDINVOICEJOUR 61448 DATAAREAID UserType 100 String 1 -1 ]
6 516519 1 1445 VENDINVOICEJOUR 61446 CREATEDBY UserType 100 String 1 -1 ]
7 516438 1 1445  VENDINVOICEJOUR 70 NUMBERSEGQUENCEGROUP UserType 100 String 1 -1 ]
3 516442 1 1445 VENDINVOICEJOUR 75 PARMID UserType 100 String 1 -1 ]
] 516443 1 1445  VENDINVOICEJOUR 76 PAYMDAYID UserType 100 String 1 -1 ]
10 516444 1 1445 VENDINVOICEJOUR 77 PAYMENT UserType 100 String 1 -1 ]
11 516445 1 1445  VENDINVOICEJOUR 78 PAYMENTSCHED UserType 100 String 1 -1 ]
12 516447 1 1445 VENDINVOICEJOUR 80 POSTINGPROFILE UserType 100 String 1 -1 ]
13 516452 1 1445  VENDINVOICEJOUR 85 PURCHID UserType 100 String 1 -1 ]
14 516437 1 1445 VENDINVOICEJOUR 69 NUMBERSEGUENCECODE_LT UserType 100 String 1 -1 ]
15 516370 1 1445  VENDINVOICEJOUR 73 ORDERACCOUNT UserType 100 String 1 -1 ]
16 516439 1 1445 VENDINVOICEJOUR 71 OFFSESSIONID_RU UserType 100 String 1 -1 ]
17 516457 1 1445  VENDINVOICEJOUR 50 RETURNITEMNUM UserType 100 String 1 -1 ]
18 516480 1 1445 VENDINVOICEJOUR 114 VATNUM UserType 100 String 1 -1 ]
15 516484 1 1445  VENDINVOICEJOUR 118 VENDGROUP UserType 100 String 1 -1 0

RelationField  RelationFieldName

R R R R e N =

This information allows creating the customizations in the Bl4Dynamics application only with a couple of clicks.

5.1 Register an app in the Azure Active Directory

Navigate to App Registrations:

Recent services

== 9 ©

App Storage Microsoft Entra  Subscriptions  Azure Synapse
registrations accounts D Analytics

Register a new application with Any Azure AD Directory - Multitenant account type:

Register an application

* MName

The user-facing display nams far this application {this can be changed later).

[Eovstaces

Supported account types

Who can use this application or access this

y (BI4DYNAMICS d.o.. enly - Single tenant)

(O Accounts in this erganizational directol

(®) Accounts in any organizational directory {Any Microsof Entra ID tenant - Multitenant)

(O Accounts in sny erganizstional directo

y Microsoft Entrs |D tenant - Multitenant} and personal Microsoft accounts (=.g. Skype

Redirect URI (optional)

he authenticatio fully authenticating the user. Providing thiz now is optional and it can be

T, but a value is s narios.
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Navigate to Certificates & secrets and create a new Client Secret:

BI4D_Metadata | Certificates & secrets  #

A7 Got feedback?

seation (using an HTTPS

' Imegration assistant

Manage

Branding & proparties

D aumensestion
Certificates (0) Client secrets (0)

Certificates & secrets

A secret swing that the application uses to p token application passward
~+ MNewdlisnt sscret
Des: i Value © Secret ID

Set the expiration to 730 days. Copy and save the Value of the Client Secret:

Add a client secret > Certificates (0) Client secrets (1) Federated credentials ()

) | =y | A secret string that the application uses to prove its identity when requesting a token. Also can be referred
scription B4 Dynamics

Expires [[730 days (22 mentns) ]

Description Expires Value @

B14Dynamics 2/28/2025 PO —

The secret Value of the application is visible only immediately after the creation.
Do not forget to copy and save it before leaving Azure Portal.

5.2 Add Bl4Dynamics Application

Navigate to System Administration> Setup > Microsoft Entra ID applications.

Organization
administration ~ Setup
Payroll License configuration

Procurement and

sourcing

Product information
management

Production contro

Project management and
accounting

Questionnaire

Rebate management
Configure performance tool
Retail and Commaerce
X System parameters
Sales and marketing

Client performance options
Service management

System administration

Tax

sharing
Time and attendance

Microsoft Entra ID applications

Register a new application and insert the Client ID and Name of the app created in the previous step.

i1 Finance and Operations

& [Elsave +new [ pelete options

@ Microsoft Entra ID applications
% .
Standard view -
© By enabling and using this feature, you consent to share your data with external systems. Data shared with a third-party service |
statement

& Client1d Name User ID

7¢7650C0-b40c-4166-b5b4-347df047 | BI4D_Metadata Admin v
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