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1 Introduction 

1.1 Architecture 

D365 Finance and Operations data is not available to external tools due to security and performance reasons. 

Microsoft is providing the following ETL process options (extract, transform, load) to get data out of D365: 

 

1.2 Implementation options comparison 

Option Data Format Installation & Management Cost Latency 

#1: Synapse link   CSV files  The customer manually 
selects FO tables in Power 
Apps.  

The most economical 
option is priced at 5$ per 
TB of  
data processed.  

Best latency among 
available options. On-
Demand, delay up to 5 
minutes.  

#2: Synapse link 
with Spark Pool   

Delta / Parquet  The customer manually 
selects FO tables in Power 
Apps.  

Additional cost for 
Synapse Spark Pool, 
which is priced per hour.   

Higher latency due to Spark 
conversion from CSV to 
Delta/Parquet format.  
Scheduled in 15 minutes. 

#3: Link to MS 
Fabric  
  

Delta / Parquet 
in OneLake  

All Dataverse tables are 
selected by Microsoft, FO 
tabkes have to be selected 
manually in Power Apps.   

The most expensive 
option: costs 40$ per 
additional GB per month 
for database storage in 
Dataverse. Also, requires 
Fabric Capacity during 
the processing. 

The highest latency due to 
the conversion process to 
One Lake. Scheduled in 60 
minutes.  
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1.3 Prerequisites (6) 

1. The DFO environment must be version 10.0.36 (PU 60) or higher 

2. The resources in Azure must be created in the same region as your DFO environment  

(not applicable for the latest versions of the DFO environment) 

The version and primary region can be checked under Manage environment in LifeCycle Services under 

Environment Full Details:

 

3. SQL row version change tracking property enabled under the License configuration in DFO 

Please note that it can be enabled only in the maintenance mode during non-working hours. Maintenance mode 

must be enabled in LifeCycle Services under Environment Full Details. Once it is done, navigate to the Finance 

and Operations license configuration and enable this property: 

                

4. Dataverse Environment with Power Platform Integration Setup 

By default, the environment is created, but it does not have Dataverse capacities enabled:
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To enable it, navigate to Power Platform Integration in LifeCycle Services and click on Setup:

 
 

Select the option Dynamics 365 standard and finish the setup: 

 
 

Once it is done, the setup should be completed, and the Environment URL should become available:

 
 

Also, the Dataverse property in the Power Platform admin center should change to Yes:
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5. Account with Dataverse system administrator security role in Dataverse 

The System Administrator role is required to create Azure Synapse Link in Power Apps. 

Account role can be checked under Settings > User in the Environment: 

 

 
 

6. The account must be also: 

- Storage Blob Data Contributor and Owner of the Azure Storage Account 

- Owner and Synapse Administrator of the Synapse Workspace  

- Reader on the Resource Group 

1.4 Microsoft Sources 

https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-synapse 

https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-select-fno-data  

https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-synapse
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-select-fno-data
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2 Setting up Azure Resources 

2.1 Create a Data Lake Storage (Gen2) Account 

Create a new Storage Account in the BI4Dynamics resource group.  Make sure that the Storage Account is in the 

same region as your DFO Environment:  

 

Enable Hierarchical Namespace and select Hot Access Tier in the tab Advanced:
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Under Networking keep the following selection, while Recovery settings can be unchecked: 

     
 

Under Encryption select Microsoft-managed keys and Blobs and files only. Under Review revise the properties 

and create a storage account: 
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2.2 Add Role Assignments to Data Lake Storage (Gen2) Account 

Once the resource is deployed, go to Storage Account: 

 
 

Under Access Control (IAM), select Add role assignment: 

 
Assign BI4Dynamics account with the role of Storage Blob Data Contributor: 

 
 

Specify the user with the option Select members and assign the role: 
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Two roles cannot be assigned at the same time in Azure Portal. That is why similar actions should be performed 

for the role of Owner: 

 
 

Once the role is selected, add the user:

 
 

To assign the role of Owner conditions should be specified. As the user will not be assigning any additional roles 

for the resource, the second or third option can be used to avoid creating specific conditions for the role:

 
 



Page 11 / 19 

Azure Synapse Link Setup, (c) BI4Dynamics UK 2024 

2.3 Create Synapse Workspace 

Create a new Synapse Workspace in the same resource group and region as your Dataverse Environment. 

Under Select Data Lake Storage (Gen2) Account, select the account created in a previous step and specify a new 

file system name as bi4dcontainer. In the tab Security, create a password for the SQL Server admin login and 

save it. 

    
 

Under the properties on the Networking tab, select the option Allow connections from all IP addresses. 
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2.4 Assign the role of Synapse Administrator in Synapse Studio 

Navigate to Overview of Synapse Workspace and open Synapse Studio: 

 
 

Synapse Studio will open in a separate window. Navigate to the tab Manage on the left side of the screen:

 
 

Select Access Control and click on Add:

 
 

Select the roles of Synapse Administrator and specify the user: 
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3 Setting up Azure Synapse Link 

Navigate to Power Apps and select Azure Synapse Link. 

 
 

Set up a new link with the resources created in the previous chapter and click on Next:  
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By default, only tables from Dataverse are available. Extend the option Advanced under the Dataverse and check 

the boxes on Show advanced configuration settings and Enable Incremental Update Folder Structure:  

 
 

Once boxes are checked, the tab on the D365 Finance & Operations tables will be visible: 

 
 

Click on this option to select the tables from D365 Finance & Operations: 
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Copy the tables for export under D365 Finance & Operations from the attached list: List of Tables 

 

These tables are used by BI4Dynamics solution to recreate the standard model in our Data Warehouse. In total, 

up to 220 tables should be selected from the solution (some tables might not be available in newer versions of 

FO). 

 

Leave the columns Append Only and Partition under the default setup as they will be automatically updated.  

Append only will be checked and Partition will be changed to Year for the FO tables right after creating the link. 

 
 

Once the selection is saved, the Initial synchronization will start: 

 
 

When the synchronization is completed, the status should change to Active: 

 
 

If the synchronization fails, you will see the following icon on Sync status: 

 
 

For the error details click on the icon. The detailed Error message will be shown: 

 
For more details on the error message and its resolution, the following link can be used: 

https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-troubleshooting-guide  

 

 

 

 

 

 

https://www.bi4dynamics.com/dl/Table%20List%20for%20Dataverse%202024-06-17%201.txt
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/azure-synapse-link-troubleshooting-guide
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4 Adding Custom Tables to the Azure Synapse Link 

Custom FO tables are not visible by default in Azure Synapse Link. Based on the official Microsoft documentation, 

custom tables require row version change tracking enabled manually:  

 

 
 
In particular, the property Allow Row Version Change Tracking of the table has to be changed to Yes: 
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The change is made in the table metadata accessed through Visual Studio.  

The developer team or Microsoft partner should be engaged.  

 
 
Please note that Synapse Link does not currently support derived columns in the FO tables.To get the data from a 
derived column, the base table for this column needs to be additionally selected in Azure Synapse Link: 
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5 Setting up Application for Metadata Connector  

Metadata connector is used to get database metadata (AOT) directly from D365 Finance and Operations. With 

the connector, the BI4Dynamics application will be able to know the structure and properties of the database 

such as: 

• list of tables and enums available in FO  

• relationship between the tables 

• profile, length, and type of each field in the tables 

 
 

This information allows creating the customizations in the BI4Dynamics application only with a couple of clicks. 

5.1 Register an app in the Azure Active Directory  

Navigate to App Registrations: 

 
 

Register a new application with Any Azure AD Directory - Multitenant account type:
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Navigate to Certificates & secrets and create a new Client Secret:

 
 

Set the expiration to 730 days. Copy and save the Value of the Client Secret: 

 
 

The secret Value of the application is visible only immediately after the creation. 

Do not forget to copy and save it before leaving Azure Portal. 

5.2 Add BI4Dynamics Application  

Navigate to System Administration> Setup > Microsoft Entra ID applications.  

 
 

Register a new application and insert the Client ID and Name of the app created in the previous step.  

 
 


