DiZzdynamics

Transforming your data into knowledge

Bl4Dynamics Process Automation

How to automatically start and stop Azure Virtual
Machine and Analysis Services

Last update: April 2023
Version 1.2

Revision 2.0




Introduction..........eeeeeeeeeeeeeenenee. 3

1  Azure Virtual Machine: Start and Stop 4
1.1 PrEIEQUISITES ...ttt bt 4
1.2 Start Virtual MacChine ...ttt bbb 4
13 Stop (Deallocate) Virtual MacChine ... sesss s sssesaes 8

2  Azure Analysis Services: Start and Stop 10
2.1 PrOIOQUISITIES..oueeeeeecie ettt et ss ettt 10
2.2 INSETUCTIONS oottt bbb 10

3 SQL Server Agent: Start Job 16
3.1 ENQAble SQL SEIVET @ENT ...ttt sss st ss s ss s sseses 16
3.2 Setup SQL SEIrVEN AQENT ...ttt ettt sieen 17

4 Timing examples...............ccuceeueeeuneee. 18




Manual for process automation
Page 3

Introduction

Data processing automation allows to regularly process data without human involvement.

Process automation consists of scheduling following resources:

1) Azure Virtual Machine
2) Azure Analysis Services
3) SQL Server Agent job within Azure VM
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This automation process is for an Azure Virtual Machine. Through Logic apps virtual machine will run
on a scheduled day and time. Logic app will automatically start and terminate the virtual machine after
the processing is complete.

Note: We will create two logic apps, one for starting the VM and one for deallocating (stopping) it.

1.1 Prerequisites
For this step you will need:

e Logic Apps (to be setup here).
e Microsoft.Logic and Microsoft.Automation resource providers registered for your subscription.

v— Pay As You Go | Resource providers

v ) .
u:‘S(rlp:\Cﬂ
O r " A .
‘ Search (Ctrl+)) ‘ < ) Refresh
EVEnts N

Cost Management
S

Cost analysis Microsoft.Logic @ Registered

B Costalerts Microsoft.Automation @ Registered

1.2 Start Virtual Machine
Search for Logic Apps in Azure.
Azure services

+ lal=s € ®w o ® & -

Create a Logic apps Storage Container Resource Azure Active App Automation Subscriptions More services

resgurce accounts instances groups Directory registrations Accounts

Add a logic app and select Consumption.

Logic apps #

BI4DYMNAMICS d.o.o. (biddynamics.com)

-+ Add &3 Manage view () Refresh L Export to CSV = Qpen query

| Filter for any field.. Subscription equals all Resource group eguals all > Location eguals all < T Add filter
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Enter Subscription, Resource group and create a meaningful Name for your logic app.

Select the Region and choose Consumption as a Type.
Click Review + create and select Create in the next window.

Create Logic App

Basics  Tags Review + create

Create a logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources. Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your

workflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage

all your resources.

Subscription * (@ | BI4DYNAMICS A4 |
Resource Group * (@) | bidynamics R |
Create new
Instance Details
Py -
Type * (®) Consumption O Standard
@ Looking for the classic consumption create experience? Click here
Logic App name * | start_vm v |
Region * | Southeast Asia R |

Enable log analytics * Yes

A\ There are na log analytics workspace resaurces in the selected subscription. In arder to enable log analytics, either
create a new log analytics workspace resource or switch to a subscription which already has one.

@ Your deployment is complete

Deployment name: Microsoft. Web-LogicAppConsumption-Portal-8...  Start time: 10/15/2021, 1:10:5

Subscription: BI4DWNAMICS
Resource group: bidynamics

Correlation ID: e20a37c8-b05

Go to Logic apps and open the newly created application.

Logic apps =

Add €53 Manage view () Refresh Export to C5V 5 Open guery

| Filter for any field... | Subscription == all

Showing 1 to 3 of 3 records.

[] nName
|:| g start_vm

Resource group == all <
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Logic apps designer will open with premade templates to use.
Select Recurrence in the template or search for it in the search dialog.

Home > Logic apps > biddynamics-docker-schedule

Logic Apps Designer -

Building integr
Logic Apps bring
ease of use of the desig

+ Create business processes and workf)
« Integrate with SaaS and enterprise a
+ Unlock value from on-premises and d

= e T u T

o Recurrence When a new email is When a new file Is
= 3
Select the Interval and Frequency at which virtual machine should start.

m Recurrence

* Interval * Frequency

| 1 | ‘ Week e |
Time zone ‘ (UTC) Coordinated Universal Time W ‘ X
On these days | Monday ~ | x
At these hours | 22 A | x
At these minutes | 0 | *
preview

i Runs at 22:00 on Monday every week.

________________________________

_________________________________

Add new parameter e ‘

Note: If the selected Frequency is Week, you can add new parameters which set the days, hours, and
minutes when the Virtual Machine should start.

Search for Azure VM in search dialog and select it.

E Recurrence

M Choose an operation X
P

| )r—j azure vm ®

For You All Built-in Standard Enterprise Custom

Azure VM
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Select Start virtual machine option.

E Recurrence

Choose an operation X

‘ SO azure vm

For You All Built-in Standard Enterprise Custom
Azure VM

Triggers Actions

%’ Azure VM WL

ﬂ Reimage virtual machine in a VM scale set

Azure VM ©
ﬂ Restart virtual machine .
Azure VM -~
ﬂ Restart virtual machine in a VM scale set -
Azure VM e

ﬂ Start virtual machine
Azure VM

ﬂ Start virtual machine in a VM scale set
Azure VM

o

Insert values for Subscription ID, Resource Group and Virtual Machine name.

Recurrence
l

Start virtual machine

* Subscription Id Pary-As-You-Go e
* Resource Growp vrn-bid R
" Virbual Bachine v bid R
Connected o @biddynamici.com, Change connection.

+ Mew step
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Next step is to Save and Run the application and go to Virtual Machine to check if it is Running.

¢ | vm-bi4 2

Virtual machina

2 Search (Ctrl+)) | “« ,& Connect [ Start \J Restart D Stop pture f Delete O Refresh
B Oveniew “ A Essentials
Activity log Resource group {change) : vm-bi4
F‘R Access control (IAM) status + Running
Location © West Europe
L 4 Tags F
Subscription {change) ¢ Pay-As-You-Go
Z® Diagnose and solve problems o
Subscription 1D t Dedf89a6-c40e-475e-99db-92b04¢c
Settings Tags (change) . Click here to add tags

1.3 Stop (Deallocate) Virtual Machine
Process automation for Virtual Machine Deallocation is almost identical to Start VM Logic app.

In Logic Apps select Recurrence, add a new step and search for Azure VM.

E Recurrence

Choose an operation X
| )3 azure vm x
For You All Built-in Standard Enterprise Custom

| v |

Next select Deallocate virtual machine option.

E Recurrence
@ Azure VM X

é Search connectors and actions

Triggers Actions

Deallocate virtual machine

Azure VM

Deallocate virtual machine in a VM scale set
Azure VM

Get virtual machine .
Azure VM bt




Insert values for Subscription ID, Resource group and Virtual Machine name.

J

* Subscription Id ‘ Pay-As-You-Go hd ‘
* Resource Group vm-bid b ‘
*Virtual Machine vm-bid hd ‘
Connected to biddynamics.com. Change connection.

+ New step

Click Save and exit Logic Apps Designer. Go to Logic Apps and check for apps VM start and VM
stop.
Logic apps #

BI4DYNAMICS d.o.0. (biddynamics.com)
+ add ~ 5 Manage view O Refresh L Expart to CSV % Open query Assign tags Enable/start Disable/Stop Delete & Feedback
| Filter for any field... Subscription == all Resource group == all > Location == all +v Add filter

Showing 1 to 4 of 4 records.

D Name T Status T4 Plan Ty Resource group T

D 5% biddynamics-docker-schedule Enabled Consumption azure-docker
£ biddynamics-vm-app Enabled Consumption azure
& biddynamics-vm-app-stop Enabled Consumptian azure
To check if Logic apps are properly working first run the start VM app, after the Virtual machine is
running, run the stop VM app and check if it is allocated.

You have now successfully created a logic app that automatically starts the virtual machine at

specified times and a logic app that automatically stops (deallocates) the virtual machine at specified
times.




This part of documentation is intended to explain the process of scheduling the work of Azure Analysis
Services. It will allow the Analysis Services to start and stop on scheduled days and time based on the
business requirements of the end-users.

2.1 Prerequisities

e Azure Analysis Services: creation described in document “Application Installation (Azure VM)".
e Registered resource Microsoft.Automation for the subscription.

Pay As You Go | Resource providers

Subscription

<<

‘,.-5‘ Search (Ctrl+/) ‘ < () Refresh

events

Cost Management
Microsoft.Automation @ Registered

-

Cost analysis

2.2 Instructions

Go to the Azure Portal and search for Automation Accounts:

£ Automation Account x -

All Services (17) Documentation (99+) Azure Active Directory (2) Resources (0) Resource Groups (0)

Marketplace (0)
Services Ses 3l

’I} Automation Accounts B Batch accounts

Create a new Automation Account under the same Subscription and in
the same Resource Group and Region as the Analysis Services:

Home > Automation Accounts >

Create an Automation Account

Basics  Advanced  Metworking  Tags  Review + Create

Create an Automation Account to hold the Automation runbooks & configuration used for automating operations and
management tasks around Azure and non-Azure resources. You could execute cloud jobs in a serverless environment or
use hybrd jobs on your compute via Azure Virtual machines, Arc-enabled servers or Arc-enabled VMWare VM (preview).

Learn more

Subscription * O Pay-As-You-Go '
Resaurce group ¥ (O Select a resource group N
Create naw

Instance Details

Automation account name ¥ (D | Bl4DynamicsAutomation s |

Region * @ | WWest Eurape R |




In the tab Advanced, select System Assigned Managed Identity:

Create an Automation Account

Basics  Advanced  Metworking  Tags  Review + Create

Managed Identities

Use Managed ldentities as the recommended method for authenticating with Azure rescurces from the runbooks.
Managed identity would be more secure than Runas account since it doesn't require any credentials to be stored. Leam

rore
System assigned
User assigned I:'

Once the Automation Account is created, go to Account Settings > Identity. In the tab System
Assigned, make sure that the Status is set to On and click on Azure Role Assignments:

~ Bl4DynamicsAutomation | Identity %

Automation Account

|,i'j Search | # ) )
- System assigned  User assigned
& Python packages A system assigned managed identity is restricted to one per resource and is tied to the lifecycle s
in cade. Learn more about Managed identities,
Credentials
& Connections D Save % Discarc (_:' Refresh Q,'_J Got feedback?

g=! Certificates

S Variables Status (O
o On \]

b .

Related Resources
Object (principal} ID (D

| alc30e3a-3c09-42a8-a33e-faa3397b8738

£ Llinked workspace

5

= FEventgrid
Permissions (1)

& Start/Stop VM

| Azure role assignments |

Account Settings

Add a new role assignment to the System Managed Identity:
Azure role assignments

+ Add role assignment (Preview) 'f_:' Refrezh

If this identity has role assignments that you don't have permission to read, they won't be shown in the list, Learn maore



Under the option Scope select the option Resource Group.
Specify the Subscription and Resource Group in which Analysis Services are located.
Under the option Role select Contributor.

Add role assignment (Preview) X
Scope (O
| Resource group N |

Subscription

| v
Resource group @

| Bl4Cynamics ~ |
Role @

| Contributor ~ |

Learn mere about RBAC

Once role assignment is added, navigate to Process Automation > Runbooks and create a new one.
Give to a new Runbook a meaningful name such as Start_Stop_AAS.

In the Runbook Type select the option PowerShell.

In the Runtime Version select the option 5.1.

» Create a runbook

Mame * (D) | Start_Stop_AAS w |
Runbook type * () | Powershel |
Runtime version * (0 | 5.1 R |
Description

o During runbeook execution, PowerShell modules targeting 5.1 runtime version will be used. Please make sure the required

PowerShell modules are present in 5.1 nuntime version.

Important: Different Runtime Version might lead to the error in the execution of the script.
Syntax for authentication might differ between PowerShell versions.

Once the Runbook is created, you will be navigated to the edit view of the Runbook:
D Edit PowerShell Runbook
== Start_Stop_AAS
& Publish |+ Testpane & Feedback

1
b CMDLETS

Insert the following script to the command lines:




# Parameters

[CmdletBinding()]

param(
[Parameter(Mandatory=$True,Position=0)]
[ValidateSet('Start', 'Stop')]
[string]$AasAction,

[Parameter(Mandatory=$True,Position=1)]
[ValidateLength(1,100)]
[string]$ResourceGroupName,

[Parameter(Mandatory=$True,Position=2)]
[ValidateLength(1,100)]
[string]$AnalysisServerName
)
# Keep track of time
$StartDate=(GET-DATE)
# Log in to Azure with AZ (standard code)
Write-Verbose -Message 'Connecting to Azure'
# Name of the Azure Run As connection

$ConnectionName = 'AzureRunAsConnection’
try {
$AzureContext = (Connect-AzAccount -Identity).context
}
catch{
Write-Output "There is no system-assigned user identity. Aborting.";
exit
}

# Getting the AAS for testing and logging purposes

$myAzureAnalysisServer = Get-AzAnalysisServicesServer -ResourceGroupName $ResourceGroupName -
Name $AnalysisServerName

if (!$myAzureAnalysisServer)

{
Write-Error "$($AnalysisServerName) not found in $($ResourceGroupName)"
return
}
else
{
Write-Output "Current status of $($AnalysisServerName): $($myAzureAnalysisServer.State)"
}

# Check for incompatible actions
if (($AasAction -eq "Start" -And $myAzureAnalysisServer.State -eq "Succeeded") -Or ($AasAction -
eq "Stop" -And $myAzureAnalysisServer.State -eq "Paused"))
{
Write-
Error "Cannot $($AasAction) $($AnalysisServerName) while the status is $($myAzureAnalysisServer.St
ate)"
return
}
# Resume Azure Analysis Services
elseif ($AasAction -eq "Start")
{
Write-Output "Now starting $($AnalysisServerName)"
$null = Resume-AzAnalysisServicesServer -ResourceGroupName $ResourceGroupName -
Name $AnalysisServerName
}
# Pause Azure Analysis Services
else
{
Write-Output "Now stopping $($AnalysisServerName)"
$null = Suspend-AzAnalysisServicesServer -ResourceGroupName $ResourceGroupName -
Name $AnalysisServerName
}
# Show when finished
$Duration = NEW-TIMESPAN -Start $StartDate -End (GET-DATE)
Write-
Output "Done in $([int]$Duration.TotalMinutes) minute(s) and $([int]$Duration.Seconds) second(s)"




After that got to the Test Pane and fill in the required parameters:

e Under the option AASACTION write Start (if the Analysis Services are turned on - Stop).

e Under the option RESOURCEGROUPNAME insert the name of the Resource Group in which Azure
Analysis Services are located, and Managed Identity was given the permissions to.

e Under the option ANALYSISSERVERNAME insert the name of Azure Analysis Services.

Once the parameters are inserted, click on Start:

[> Start “O) View last test
Farameters

ALSACTION =

Once the command was executed successfully, go to the Edit panel, Save and Publish the runbook:

> Edit PowerShell Runbook*

Start Stop AA

& Save & Publish |~ Testpane O Feedback
. CMDLETS # Parameters
7 I LVDLERS [CmdletBinding()]

param(
[Paramster(Mandatory=3$True, Position=0)]
[ValidateSet('Start”, "Stop')]
[string]$fasAction,

#  &u RUNBOOKS

B ASSETS

S
o I+ TR B R Wy (R I

Once it is published, click on the option Link to the schedule.
There you will need to set up the schedule and parameters for the Runbook Execution:

(1) Schedule Runbook =

art_Stop_AAS

Schedule

Link a schedule to your runboak

Parameters and run settings

Configure parameters and run settings
Parameters and run settings for the schedule should be configured similarly to the previous step.
Only AASACTION will differ based on the command of the schedule (Start or Stop).



Note:
The automation schedules for Start and Stop commands must
be created separately.

In the schedule settings provide a name to the new schedule. We
suggest giving it a name corresponding to the executed
command (Start or Stop). Also, you can provide additional details
in the Description.

Important:
Do not forget to specify the correct Time Zone according to
which the time of automation will be scheduled.

As a next step, change Recurrence from Once to Recurring and
set up Recur every option to once a Day or Week. In case of week,
the schedule can be set up at the specific days of the week so that
Saturday and Sunday could be excluded from the automation as
on the screenshot on the right.

The final schedules should look as following:

Add a schedule ,.1-17 Feedback ':_:' Refresh

MName MNext run Time zone Status
Start 41272023, T:00 AM Central European Time ~" On
Stop 41272023, 5:00 PM Central European Time ~ On

New Schedule

Mame *

| start

Description

Starts the AAS at 700 (UTC +2)

Starts * (1)

04122022 1] 700 AM

Time zone

Slovenia - Central European Time

Recurrence
L e,

Recurevery * ()

K | [ Wesk

On these days (D
Monday
Tuesday
Wednesday
Thursday
Friday

Saturday

I <

Sunday

Set expiration

T
(e e

The execution of the schedules can be monitored in the Process Automation > Jobs tab:

|/"-' Search runbooks... | Status : All Time span : All

Runbook Job created Status

Start_Stop_AS 41172023, 6:00:17 AM + Completed

Start_Stop_AS 41072023, 0:00:17 PM " Completed
Start_Stop_AS 41072023, 6:00:30 AM " Completed
Start_Stop_AS 4/9/2023, 6:00:21 PM " Completed
Start_Stop_AS 4/9/2023, 6:00:20 AM " Completed

Ran on Last status update
Azure 4/11/2023, 80312 AM
Azure 4/10/2023, 8:01:32 PM
Azure 4/10/2023, 8:03:53 AM
Azure 4/9/2023, 5:03:31 PM
Azure 4/0/2023, 5:04:04 AM



When Virtual machine is running, it is ready to process data. This process is triggered by SQL Server
Agent feature, a part of SQL server.

3.1 Enable SQL Server agent

Go to Services and find the SQL Server Agent service. If you are using newly created Virtual Machine,

it will probably be the only SQL Server Agent, but if you are running more SQL server engines, there
may be more Agents.

Lo Bervices -
File Action View Help
e |FE ez HE »en

.. Services (Local)

. Services (Local)

SQL Server Agent (MSSQLSERVER)  Mame
SCL Server (MSSOLSERVER)

Stop the service s e
Rectart the service : S0L Server Agent (M55

5 50L Server Analysis Services (MSSQLSERVER)
-.S(’ S0L Server Analysis Services CEIP (MS5CLSERVER)

Right click and select Properties and set Start-up Type to Automatic.
S0L Server Agent (BC) Properties (Local Computer) X

General LogOn Recovery Dependencies

Service name: A BC)

Display name: SQL Server Agent (BC)

Description: Executes jobs, monitors SQL Server, fires alerts, and
allows automation of some administrative tasks.

Path to executable:
"C:\Program Files"Microsoft SGL ServersM550QL15.BCAWMSSQL\BinnSQL

Startup type: Automatic ~

Service status: ~ Running
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Cancel Aoy

Note: make sure that user running service is a domain admin user (not a service) and has permissions
needed to process data warehouse and analysis services. On VM this would be the VM admin user.




3.2 Setup SQL Server Agent

SQL Server agent conducts processing of stage, data warehouse and analytics, bringing new data to
users. To set SQL Agent Job open Process tab, set SQL Agent Job frequency and press Create:

m Bl4Dynamics AX; 9.4.0.3280: Instance: Bl4Dynamics FO Testing

fid 7 |
Deplay Process Customize Stage Install ETL CRM
& ® Full - i1 Stage Name: | BI4Dynamics 4| Daily - @
Edit © Incremental p‘r.o‘cess  Data Warchouse Start: | 14/04/2023 mlge?e
5515 1 Analysis Database | Full = || Database ~ tart: ’
Process Flow 5SIS Update Process All Process one SQL Agent Job

Open SQL Server Management Studio, navigate to Properties of the Agent Job that you have created.

= @ ANDRIWID (50L Server 15.0.2101.7 - NPS-GROUP\andrii)
Databases

Security

Server Objects

H #H

Replication

e

PolyBase
Always On High Availability
Management

e

Integration Services Catalogs
= =2 SOL Server Agent
= Jobs

LA} Bl4Dynamics FO

Press Schedules, click on Edit. Set properties for Job Agent and press OK.

]

[] Job Properties - Bl4Dynamics FO — O *
Spelzciap}!p 24 Job Schedule Properties - Bl4Dynamics Auto Process Schedule - O hd
Enera
:: gtehpsd I Name: |BldDynamics Auto Process Schedule | Jobs in Schedule
chedules
: Jr:'lztrrtfs - Schedule type: Recuming w Enabled
ications
& Targets
13/04/2023 15:12:25 =
Frequency
Occurs: | DEE s
Recurs eveny: E < dayls)
Daity frequency
(® Ocours once at: 08:00:00 £
(O Ocours every: 1 + | hounis) Starting at: 00:00:00 =
I Ending at: 23:59:59 =
n
5 Duration
Erver:
ANDRIWI0
c Start date: 14/04/2023 E~ () End date: 137042023
onnection:
NPS-GROUP andi (®) No end date:
ﬁ View connection properties Summary
Description: Occurs every day at 08:00:00. Schedule will be used starting on 14./04/2023.
Progress
Ready

oK Cancel



Here is an example of processing schedule for daily update:

Step | Step description Start | Duration | Comment
Time

1 | Start Azure Virtual | 07:00 | 2-3 min | VM hosts data warehouse that must be ready
Machine when DW processing starts

2 | Start Azure Analysis | 07:00 | 2-3 min | Azure AS must be ready when DW processing
Services start

3 | Start SQL Server 07:10 | 60 min | DW processing (data are in Azure AS)
Agent

4 | Stop Azure Virtual 08:30 Leave some buffer time after DW is processed
Machine and then stop VM.

5 | Stop Azure Analysis | 17:00 AAS will run during business hours when users
Services are querying data.




